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DETAILED ACTION 



Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented oriJescribed in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1-6 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Chaturvedi ("Substation lED communications" Chaturvedi, M.; Power Engineering 
Society Winter Meeting, 2002. IEEE Volume 1, 27-31 Jan. 2002 Page(s): 596-613 
vol.1). 

As to Independent claim 1 , Chatun/edi discloses in an industrial equipment 
network for interconnecting a plurality of devices (e.g., intelligent electronic devices lEC) 
(see Page 596, Summary), apparatus for pemriitting an associated SCADA system to be 
self-configuring (see Page 600, Last Line of Second Paragraph), comprises: 

a plurality of controllers dedicated to each one of said plurality of devices (e.g., 
RTU) (see Page 598, First Full Paragraph), respectively, for providing each with control 
and data functions for interacting with other of the devices in the equipment network 
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(see Page 598, First Full Paragraph), and other systems, and programming each 
controller to provide the interconnection of its associated device with other ones of said 
plurality of devices (e.g., object-oriented communications) (see Page 600, First 
Paragraph); 

a computer network (e.g., local area network LAN) (see Page 608); 

means connected between said computer network and said plurality of 
controllers (e.g., RTU), respectively, for transferring data and/or control signals between 
individual ones of said plurality of controllers and said computer network at given times 
(see Page 598, First Full Paragraph); and 

auto-discovery means for permitting said SCADA system to both self-configure 
itself relative to devices In said industrial equipment network (see Page 600, Last Line 
of Second Paragraph), and to be updated relative to changes in the configuration of 
said industrial equipment, and associated devices or equipment therein, including 
discovering new or changed devices via communication over said computer network 
(see Page 604, Second Full Paragraph for propagation of information; and Page 612, 
Slide 53 for self-description means that every device can be interrogated to find out 
what is implemented and how it is stored on-line). 

As to dependent claim 2, Chaturvedi teaches the apparatus of claim 1 , wherein 
said plurality of controllers are each provided by a programmable logic controller (e.g., 
RTU) (see Page 598, First Full Paragraph). 

As to dependent claim 3, Chaturvedi teaches the apparatus of claim 1 , wherein 
said transfer means is selected from the group consisting of a router, and switch (e.g.. 
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LAN shows redundant Ethernet hubs connected to the enterprise network through a 
router) (see Page 608). 

As to dependent claim 4, Chaturvedi teaches the apparatus of claim 1 , wherein 
said computer networl< consists of a local area network (e.g., LAN) (see Page 608). 

As to dependent claim 5, Chaturvedi teaches the apparatus of claim 1, wherein 
said auto-discovery means includes: 

broadcast means for operating a controller of a given device, that has either 
changed its configuration or is new to said industrial equipment network, to broadcast 
over said computer network an auto-discovery protocol (e.g., object-oriented 
communications) (see Page 600. First Paragraph for object-oriented communications; 
and Page 604, Second Full Paragraph for propagation of infomiation); and 

server means included in said SCADA system responsive to an auto-discovery 
protocol from said given device, for interrogating said controller of said given device to 
access sufficient data to permit said SCADA system to update its configuration for the 
given device itself and within the industrial equipment network (e.g.. Inter-control Center 
Communications Protocol ICCP) (see Page 602, Fourth Paragraph). 

As to dependent claim 6, Chaturvedi teaches the apparatus of claim 1, wherein 
said auto-discovery means includes: 

server means included in said SCADA system and connected to said computer 
network, for in a first mode of operation periodically polling respective controllers of all 
of said plurality of devices in said industrial equipment network for any respective 
changes in configuration and identification of new ones of said plurality of devices (e.g.. 
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propagation of information) (see Page 604, Second Full Paragraph), and in a second 
mode of operation individually interrogating each responding one of said plurality of 
devices for new data to permit said SCADA system to update its configuration 
information (e.g., self-description means that every device can be interrogated to find 
out what is implemented and how it is stored on-line) (see Page 612, Slide 53). 

3. Claims 7-20 are rejected under 35 U.S.C. 102(e) as being anticipated by Hylden 
et al. (U.S. Patent Number 6,799,080). 

As to independent claim 7, Hylden discloses a method for permitting a 
Supervisory Control and Data Acquisition system (SCADA) to automatically diagram the 
interconnection and interaction (e.g., automatically responds by updating the SCADA 
display), and changes thereto (see Figure 1; and Col. 3, Lines 48-60), between a 
plurality of pieces of industrial equipment and/or a plurality of devices that may be 
connected to one another and to a data network (e.g., configuration) (see Figure 1; and 
Col. 3, Lines 14-35), said method comprising: 

establishing a network (e.g., network 13) over which a plurality of said plurality of 
pieces of industrial equipment and/or devices can selectively communicate with one 
another and with a SCADA system (see Col. 5, Lines 6-18); 

connecting different ones of said plurality of pieces of industrial equipment and/or 
devices each to either a common controller, or each to individual dedicated controllers, 
respectively, or each to a plurality of controllers, or some combination thereof (e.g., PLC 
controller 8) (see Col. 5, Lines 6-18); and 
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programming each controller for controlling and identifying its associated piece of 
Industrial equipment and or device (e.g., programmable logic controller PLC application 
9), and for sending data representative of the interconnection and interaction thereof 
with other ones of said plurality of pieces of industrial equipment and/or devices (e.g., 
configuration), both to the latter equipment and/or devices, and to said SCADA system 
over said data network (see Col. 4, Lines 27-38). 

As to dependent claim 8, Hylden teaches the method of claim 7, further 
including the steps of: 

assigning a unique IP address to each one of said plurality of pieces of industrial 
equipment and/or devices upon their request as they are connected to the network (see 
Col. 6, Lines 8-21); 

broadcasting onto the data network an auto-discovery protocol including the 
associated IP address from each piece of equipment or device when it is added to the 
network (see Col. 6, Lines 8-21), or thereafter when a change is made to its 
interconnections and interaction with other of said plurality of pieces of equipment, 
and/or devices (e.g., communicates via RSLinx on the state of the tag) (see Col.. 9, Line 
49 to Col. 10, Line 4); 

acknowledging via a server (e.g., CMS server 1) (see Col. 8, Lines 21-23) of said 
SCADA system the receipt of an auto-discovery request (e.g., each time a linked screen 
Is opened) (see Col. 9, Line 49 to Col. 10, Line 4); 
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transferring to said server a description of the associated piece of equipment or 
device, to permit said SCADA system to configure monitoring (e.g., communicates via 
RSLinx on the state of the tag) (see Col. 9, Line 49 to Col. 10, Line 4); 

operating said SCADA system to automatically monitor either by polling or 
receiving broadcasts from said piece of equipment or device (e.g., update) (see Col. 8, 
Lines 17-57); and 

programming (e.g., programmable logic controller PLC application 9) said 
SCADA system to automatically update and include the associated piece of equipment 
or device in a diagram identifying and showing each (e.g., configuration), and their 
interaction with other ones of said plurality of pieces of equipment and/or devices (see 
Col. 4, Lines 27-38). 

As to dependent claim 9, Hylden teaches the method of claim 8, wherein an 
extensible mark-up language (XML) is used for describing or providing information for 
each one of said plurality of pieces of industrial equipment or devices, respectively (see 
Col. 4, Lines 27-38). 

As to dependent claim 10, Hylden teaches the method of claim 7, further 
including the steps of: 

assigning a unique IP address to each one of said plurality of pieces of industrial 
equipment and/or devices upon their request as they are connected to the network (see 
Col. 6, Lines 8-21); 
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programming a server in said SCADA system to periodically poll said plurality of 
pieces of Industrial equipment and/or devices (e.g., programmable logic controller PLC 
application 9) (see Col. 4, Lines 27-38); 

operating a controller of each polled device or piece of industrial equipment to 
respond to a discovery request from said server by providing a description thereof (e.g., 
communicates via RSLInx on the state of the tag) (see Col. 9, Line 49 to Col. 10, Line 
4); and 

operating said server to use the description to configure monitoring of the 
associated device or piece of Industrial equipment, whereafter device or equipment 
monitoring begins (e.g., each time a linked screen is opened) (see Col. 9, Line 49 to 
Col. 10, Line 4). 

As to dependent claim 11, Hylden teaches the method of claim 10, wherein an 
extensible mark-up language (XML) Is used by an associated controller to describe 
each polled device or piece of industrial equipment (see Col. 4, Lines 27-38). 

As to dependent claim 12, Hylden teaches the method of claim 7, further 
Including the steps of: 

configuring each dedicated controller for having its associated device or piece of 
industrial equipment interconnect and interact with selected other ones of said plurality 
of pieces of industrial equipment and/or devices (e.g., configuration) (see Col. 4, Lines 
27-38); 

operating each controller for connecting its associated device or piece of 
equipment to said network (e.g., update) (see Col. 8, Lines 17-57); 



Application/Control Number: 1 0/601 ,687 Page 9 

Art Unit: 2121 

operating each controller and a server in said SCADA system for providing auto- 
discovery by the latter of each device and/or piece of equipment (e.g.. communicates 
via RSLinx on the state of the tag) (see Col. 9, Line 49 to Col. 10, Line 4); 

operating each controller to respond to a request from said server to provide both 
a description of the associated device and/or piece of equipment, and its interaction with 
other devices and/or pieces of equipment (e.g., communicates via RSLinx on the state 
of the tag) (see Col. 9, Line 49 to Col. 1 0, Line 4); 

operating said server (e.g., CMS server 1), in response to the description and 
interaction of said plurality of devices and/or pieces of equipment, to Initially establish 
and thereafter update a database and a user interface of said SCADA system (see Col. 
8, Lines 17-57); and 

operating said server to begin monitoring the associated device (e.g., 
communicates via RSLinx on the state of the tag) (see Col. 9. Line 49 to Col. 10, Line 
4). 

As to dependent claim 13, Hylden teaches the method of claim 12, wherein an 
extensible mark-up language (XML) is used to describe each device and/or piece of 
equipment, and their respective interaction (see Col. 4, Lines 27-38). 

As to dependent claim 14, Hylden teaches the method of claim 12, further 
including in said step of operating each controller and a server in said SCADA system 
for providing auto-discovery (e.g., communicates via RSLinx on the state of the tag) 
(see Col. 9, Line 49 to Col. 10, Line 4), the steps of: 
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measuring the time for said server to respond to a controller of a device or piece 
of equipment awaiting a reply, and indicating a network fault, and Interrupting further 
SCADA system processing for the associated device or piece of equipment, if no reply 
is received within a predetermined period of time (e.g., timer presets... leak points) (see 
Col. 8, Lines 29-41). 

As to dependent claim 15, Hylden teaches the method of claim 7, further 
Including the steps of: 

configuring each dedicated controller for having its associated device or piece of 
industrial equipment interconnect and interact with selected other ones of said plurality 
of pieces of industrial equipment and/or devices (e.g., configuration) (see Col. 4, Lines 
27-38); 

operating each controller for connecting its associated device or piece of 
equipment to said network (e.g., update) (see Col. 8, Lines 17-57); 

operating each controller to request a reply from a respective controller of each 
selected one of other of said plurality of devices and/or pieces of equipment (e.g., 
communicates via RSLInx on the state of the tag) (see Col. 9, Line 49 to Col. 10, Line 
4); 

operating each controller to wait for a reply (e.g., timer presets... leak points) (see 
Col. 8, Lines 29-41); and 

operating a requesting controller in response to a reply from another controller to 
provide the latter with data for updating a database of its associated device or piece of 
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equipment with identification and interconnection data associated with the device or 
piece of equipment of the requesting controller (e.g., update) (see Col. 8, Lines 17-57). 

As to dependent claim 16, Hylden teaches the method of claim 15, wherein 
said step of operating each controller to wait for a reply (e.g., timer presets... leak 
points) (see Col. 8, Lines 29-41) further Includes the steps of: 

measuring the time from making a request for reply to the receipt of a reply (e.g., 
timer presets... leak points) (see Col. 8, Lines 29-41); and 

indicating a network fault and interrupting further processing if no reply is 
received within a predetennined period of time (e.g., timer presets... leak points) (see 
Col. 8, Lines 29-41). 

As to dependent claim 17, Hylden teaches the method of claim 12, further 
including the steps of: 

operating each controller to request a reply from a respective controller of each 
selected one of other of said plurality of devices and/or pieces of equipment (e.g., 
communicates via RSLinx on the state of the tag) (see Col. 9, Line 49 to Col. 10, Line 
4): 

operating each controller to wait for a reply (e.g., timer presets... leak points) (see 
Col. 8, Lines 29-41); and 

operating a requesting controller in response to a reply from another controller to 
provide the latter with data for updating a database of its associated device or piece of 
equipment with identification and interconnection data associated with the device or 
piece of equipment of the requesting controller (e.g., update) (see Col. 8, Lines 17-57). 
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As to dependent claim 18, Hylden teaches the method of claim 17, wherein 
said step of operating each controller to request contact from a respective controller of 
each one of said plurality of devices and/or pieces of equipment (e.g., communicates 
via RSLinx on the state of the tag) (see Col. 9, Line 49 to Col. 10, Line 4), further 
includes the steps of: 

measuring the time from making a request for reply to the receipt of a reply (e.g., 
timer presets... leal^ points) (see Col. 8, Lines 29-41); and 

indicating a network fault and interrupting further processing if no reply is 
received within a predetermined period of time (e.g., timer presets... leak points) (see 
Col. 8, Lines 29-41). 

As to dependent claim 1 9, Hylden teaches the method of claim 1 2, wherein 
said step of operating each controller and a server in said SCADA system for providing 
auto-discovery by the latter of each device and/or piece of equipment (e.g., 
communicates via RSLinx on the state of the tag) (see Col. 9, Line 49 to Col. 10, Line 
4), further includes the steps of: 

assigning a unique IP address to each one of said plurality of pieces of industrial 
equipment and/or devices upon their request as they are connected to the network (see 
Col. 6, Lines 8-21); 

broadcasting onto the data network an auto-discovery protocol Including the 
associated IP address from each piece of equipment or device when it is added to the 
network (see Col. 6, Lines 8-21), or thereafter when a change is made to its 
interconnections and interaction with other of said plurality of pieces of equipment, 
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and/or devices (e.g., communicates via RSLinx on the state of the tag) (see Col. 9, Line 
49 to Col. 10, Line 4); 

acknowledging via a server (e.g., CMS server 1) (see Col. 8, Lines 21-23) of said 
SCADA system the receipt of an auto-discovery request (e.g., each time a linked screen 
is opened) (see Col. 9, Line 49 to Col. 10, Line 4); 

requesting via said server a description of the associated piece of equipment or 
device, to pennit said SCADA system to configure monitoring (e.g., each time a linked 
screen is opened) (see Col. 9, Line 49 to Col. 10, Line 4); 

operating said SCADA system to automatically monitor said piece of equipment 
or device (e.g., communicates via RSLinx on the state of the tag) (see Col. 9, Line 49 to 
Col. 10, Line 4); and 

programming said SCADA system to automatically update and include the 
associated piece of equipment or device in a diagram identifying and showing each, and 
their interaction vyith other ones of said plurality of pieces of equipment and/or devices 
(e.g., programmable logic controller PLC application 9) (see Col. 4, Lines 27-38). 

As to dependent claim 20, Hylden teaches the method of claim 12, wherein 
said step of operating each controller (e.g., PLC) and a server (e.g., CMS server 1) in 
said SCADA system for providing auto-discovery by the latter of each device and/or 
piece of equipment (see Col. 8, Lines 17-57), further includes the steps of: 

assigning a unique IP address to each one of said plurality of pieces of industrial 
equipment and/or devices upon their request as they are connected to the network (see 
Col. 6, Lines 8-21): 
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programming a server in said SCADA system to periodically broadcast a 
discovery request poll to said plurality of pieces of industrial equipment and/or devices 
(e.g., programmable logic controller PLC application 9) (see Col. 4, Lines 27-38); 

operating a controller of each polled device or piece of industrial equipment to 
respond to a discovery request from said server by providing a description thereof (e.g., 
communicates via RSLinx on the state of the tag) (see Col. 9, Line 49 to Col. 10, Line 
4); and 

operating said server to use the description to configure monitoring of the 
associated device or piece of industrial equipment, whereafter device or equipment 
monitoring begins (e.g., each time a linked screen is opened) (see Col. 9, Line 49 to 
Col. 10, Line 4). 

Conclusion 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Osburn, HI (U.S. Publication Number 2002/0147808) teaches integrated 
automation system. 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tejal J. Gami whose telephone number is (571) 270- 
1035. The examiner can normally be reached on Monday-Friday. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Anthony Knight can be reached on (571) 272-3687. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




Anthony Knight 
Supervisory Patent Examiner 
Tech Center 2100 



TJG 



